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We consider a quantum relay which is used by two parties to perform several continuous-variable 
protocols: Entanglement swapping, distillation, quantum teleportation, and quantum key distribu¬ 
tion. The theory of these protocols is extended to a non-Markovian model of decoherence character¬ 
ized by correlated Gaussian noise. Even if bipartite entanglement is completely lost at the relay, we 
show that the various protocols can progressively be reactivated by the separable noise-correlations 
of the environment. In fact, above a critical amount, these correlations are able to restore the dis¬ 
tribution of quadripartite entanglement, which can be localized into an exploitable bipartite form 
by the action of the relay. Our findings are confirmed by a proof-of-principle experiment and show 
the potential advantages of non-Markovian effects in a quantum network architecture. 

PACS numbers: 03.65.Ud, 03.67.—a, 42.50.—p 


The concept of a relay is at the basis of network infor¬ 
mation theory [l[ . Indeed the simplest network topology 
is composed by three nodes: two end-users, Alice and 
Bob, plus a third party, the relay, which assists their com¬ 
munication. This scenario is inherited by quantum infor¬ 
mation theory HI, where the mediation of a quantum 
relay can be found in a series of fundamental protocols. 
By sending quantum systems to a middle relay, Alice 
and Bob may perform entanglement swapping jj-|7"j[ ; en¬ 
tanglement distillation Q, quantum teleportation jjfj, 0 


and quantum key distribution (QKD) [11, 12]. 


Quantum relays are crucial elements for quantum net¬ 
work architectures at any scale, from short-range imple¬ 
mentations on quantum chips to long-distance quantum 
communication. In all cases, their working mechanism 
has been studied assuming Markovian decoherence mod¬ 
els, where the errors are independent and identically dis¬ 
tributed (iid). Removing this iicl approximation is one of 
the goals of modern quantum information theory. 

In a quantum chip (e.g., photonic 0i or super¬ 
conducting 0), quantum relays can distribute entan¬ 
glement among registers and teleport quantum gates. 
Miniaturizing this architecture, correlated errors may 
come from unwanted interactions between quantum sys¬ 
tems. A common bath may be introduced by a variety 
of imperfections, e.g., due to diffraction, slow electron¬ 
ics etc. It is important to realize that non-Markovian 
dynamics 16] will become increasingly important as the 
size of quantum chips further shrinks. 

At long distances (in free-space or fibre), quantum re¬ 
lays intervene to assist quantum communication, entan¬ 
glement and key distribution. Here, noise-correlations 
and memory effects may naturally arise when optical 
modes are employed in high-speed communications 1121, 
or propagate through atmospheric turbulence [3-0 and 
diffraction-limited linear systems 21, |22]. Most impor¬ 
tantly, correlated errors must be considered in relay- 


based QKD, where an eavesdropper (Eve) may jointly 
attack the two links with the relay (random permuta¬ 
tions and de Finetti arguments |23l |24| cannot remove 
these residual correlations). Eve can manipulate the re¬ 
lay itself as assumed in measurement-device independent 
QKD 11, 52. Furthermore, Alice’s and Bob’s setups 


may also be subject to correlated side-channel attacks. 

For all these reasons, we generalize the study of quan¬ 
tum relays to non-Markovian conditions, developing the 
theory for continuous variable (CV) systems 0 (qubits 
are discussed in the Supplemental Material). We con¬ 
sider an environment whose Gaussian noise may be cor¬ 
related between the two links. In this scenario, while the 
relay always perforins the same measurement, the par¬ 
ties may implement different protocols (swapping, dis¬ 
tillation, teleportation, or QKD) all based, directly or 
indirectly, on the exploitation of bipartite entanglement. 

We find a surprising behavior in conditions of ex¬ 
treme decoherence. We consider entanglement-breaking 
links 00, so that no protocol can work under Marko¬ 
vian conditions. We then induce non-Markovian ef¬ 
fects by progressively increasing the noise correlations 
in the environment while keeping their nature separable 
(so that there is no external reservoir of entanglement). 
While these correlations are not able to re-establish bi¬ 
partite entanglement (or tripartite entanglement) we find 
that a critical amount reactivates quadripartite entan¬ 
glement, between the setups and the modes transmitted. 
In other words, by increasing the separable correlations 
above a ‘reactivation threshold’ we can retrieve the oth¬ 
erwise lost quadripartite entanglement (it is in this sense 
that we talk of ‘reactivated’ entanglement below). The 
measurement of the relay can then localize this multipar¬ 
tite entanglement into a bipartite form, shared by the two 
remote parties and exploitable for the various protocols. 

As a matter of fact, we find that all the quantum proto¬ 
cols can be reactivated. In particular, their reactivation 
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occurs in a progressive fashion, so that increasing the 
environmental correlations first reactivates entanglement 
swapping and teleportation, then entanglement distilla¬ 
tion and finally QKD. Our theory is confirmed by a proof- 
of-principle experiment which shows the reactivation of 
the most nested protocol, i.e., the QKD protocol. 


and E 2 , respectively (see Fig. []]). These ancillas are taken 
in a zero-mean Gaussian state 25j pe 1 e 2 with covariance 
matrix (CM) in the symmetric normal form 


M Ei e 2 (u,g,g r ) 


ul G \ I := diag(l, 1), 
G wl ) ’ G := diag (g,g'). 


RESULTS 


General scenario - As depicted in Fig. [TJ we consider 
two parties, Alice and Bob, whose devices are connected 
to a quantum relay, Charlie, with the aim of implement¬ 
ing a CV protocol (swapping, distillation, teleportation, 
or QKD). The connection is established by sending two 
modes, A and B , through a joint quantum channel Sab , 
whose outputs A' and B' are subject to a CV Bell detec¬ 
tion 28]. This means that modes A' and B' are mixed 


at a balanced beam splitter and then homodyned, one 
in the position quadrature q_ = (qA’ ~ qB')/V 2 and the 
other in the momentum quadrature p+ = (pa 1 +PB')/V^- 
The classical outcomes g_ and p+ can be combined into 
a complex variable 7 := g_ + ip + , which is broadcast to 
Alice and Bob through a classical public channel. 


Charlie 



FIG. 1: Quantum relay. Alice and Bob connect their de¬ 
vices (red boxes) to a quantum relay, Charlie, for implement¬ 
ing a CV protocol. On the received modes, Charlie always 
performs a CV Bell detection whose outcome 7 is broadcast. 
Separable Gaussian environment. The travelling modes 
are subject to a joint Gaussian channel Sab- This is realized 
by two beam splitters with tranmissivity r which mix A and 
B with two ancillary modes, E\ and E 2 , respectively. These 
ancillas inject thermal noise with variance uj and belong to a 
correlated (but separable) Gaussian state Pe 1 e 2 - Entangle¬ 
ment breaking. For u> > ujeb(t), bipartite (and tripartite) 
entanglement cannot survive at the relay. In particular, A' 
is disentangled from Alice’s device, and B' is disentangled 
from Bob’s, no matter if the environment is correlated or not. 
Non-Markovian reactivation. Above a critical amount of 
separable correlations, quadripartite entanglement is reacti¬ 
vated between Alice’s and Bob’s devices and the transmitted 
modes, A' and B'. Bell detection can localize this multipartite 
resource into a bipartite form and reactivate all the protocols. 

The joint quantum channel Sab corresponds to an en¬ 
vironment with correlated Gaussian noise. This is mod¬ 
elled by two beam splitters (with transmissivity 0 < r < 
1) mixing modes A and B with two ancillary modes, E\ 


Here u > 1 is the variance of local thermal noise, while 
the block G accounts for noise-correlations. 

For G = 0 we retrieve the standard Markovian case, 
based on two independent lossy channels For 

G/0, the lossy channels become correlated, and the lo¬ 
cal dynamics cannot reproduce the global non-Markovian 
evolution of the system. Such a separation becomes more 
evident by increasing the correlation parameters, g and 
g', whose values are bounded by the bona-fide conditions 
Isl < w, \g'\ < uj, and uj \g + g'\ < w 2 + gg' - 1 [H, & 
In particular, we consider the realistic case of separa¬ 
ble environments ( Pe iE2 separable), identified by the ad¬ 
ditional constraint co\g — g'\ < w 2 — gg' — 1 [30J. The 
amount of separable correlations can be quantified by 
the quantum mutual information 2] I(g 7 g'), which is the 
sum of the quantum discord [3l],[32| and the classical cor¬ 
relations (see Supplemental Material). 

To analyse entanglement breaking, assume the asymp¬ 
totic infinite-energy scenario where Alice’s (Bob’s) device 
has a remote mode a ( b ) which is maximally entangled 
with A (B). We then study the separability properties 
of the global system composed by a, 6, A! and B'. In the 
Markovian case (G = 0), all forms of entanglement (bi¬ 
partite, tripartite [ffijj], and quadripartite 34]) are absent 
for uj > web(t) := (1 + r)/( 1 — r), so that no protocol 
can work. In the non-Markovian case (G ^ 0) the pres¬ 
ence of separable correlations does not restore bipartite 
or tripartite entanglement when lo > web(' ! ‘)- However, 
a sufficient amount of these correlations is able to reacti¬ 
vate 1x3 quadripartite entanglement }34{ , in particular, 
between mode a and the set of modes bA'B'. See Fig. [2] 


Once quadripartite entanglement is available, the Bell 
detection on modes A' and B' can localize it into a bi¬ 
partite form for modes a and b. For this reason, entan¬ 
glement swapping and the other protocols can be reacti¬ 
vated by sufficiently-strong separable correlations. In the 
following, we discuss these results in detail for each spe¬ 
cific protocol, starting from the basic scheme of entangle¬ 
ment swapping. For each protocol, we first generalize the 
theory to non-Markovian decoherence, showing how the 
various performances are connected. Then, we analyze 
the protocols under entanglement breaking conditions. 

Entanglement swapping.- The standard source of 
Gaussian entanglement is the EPR state [25]. This is a 
two-mode Gaussian state with zero mean-value and CM 


V(M) = 


pi 


V V Z ).Z:=diag(l,-D, 
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FIG. 2: Non-Markovian reactivation of 1 x 3 quadripartite 
entanglement. Assuming maximally-entangled states for the 
parties, and entanglement-breaking conditions (here r = 0.9 
and u> = 1.02 x web = 19.38), we show how quadripartite 
entanglement is reactivated by increasing the separable cor¬ 
relations of the environment (bits of quantum mutual infor¬ 
mation, which are constant over the concentric contour lines). 
Inside the gray region there is no quadripartite entanglement 
with respect to any 1x3 grouping of the four modes abA'B'. 
Outside the gray region all the possible 1x3 groupings are 
entangled. The external black region is excluded, as it corre¬ 
sponds to entangled or unphysical environments. 


where the variance pi > 1 quantifies its entanglement. 
Indeed the log-negativity [35-37] is strictly increasing in 
pi: It is zero for pi = 1 and tends to infinity for large pi. 

Suppose that Alice and Bob have two identical EPR 
states, p a A (/r) describing Alice’s modes a and A, and 
PbB{p) describing Bob’s modes b and B, as in Fig. [Up). 
They keep a and b, while sending A and B to Charlie 
through the joint channel Sab of the Gaussian environ¬ 
ment. After the broadcast of the outcome 7 , the remote 
modes a and b are projected into a conditional Gaussian 
state Pab\~/, with mean-value x = x(q) and conditional 
CM V ab | 7 . In the Supplemental Material, we compute 


^"a6|7 


A C 
C T B 


where the 2 x 2 blocks are given by 


A = B = diag 




p 2 -l 


C = diag 


p 2 -l 


2 (/z + k)’ 2 (pi + ti') 

p 2 -l 


(1) 

( 2 ) 

(3) 


_2(/z + k)’ 2(h + k')_ 

and the k’s contain all the environmental parameters 
k := (t -1 - l)(w - g), k' := (r _1 - 1 )(w + g'). (4) 


From V ab i 7 we compute the log-negativity J\f = 
max{ 0 , — log 2 e} of the swapped state, in terms of 
the smallest partially-transposed symplectic eigenvalue 



FIG. 3: Relay-based quantum protocols in a correlated Gaus¬ 
sian environment, (i) Entanglement swapping. Alice and 
Bob possess two EPR states with variance p. Modes A and B 
are sent through the joint channel Sab and received by Char¬ 
lie. After the outcome 7 is broadcast, the remote modes, a 
and b, are projected into a conditional state p a b\~r (ii) Quan¬ 
tum teleportation. Alice’s coherent state | v) is teleported 
into Bob’s state p 0 \it{y ), after the communication of 7 and 
the action of a conditional quantum operation Q 7 . (iii) En- 
tanglement/key distillation. In the limit of many uses of 
the relay, Alice performs a quantum instrument on her modes 
a, communicating a classical variable k to Bob, who performs 
a conditional quantum operation on his modes b. This is a 
non-Gaussian quantum repeater where entanglement swap¬ 
ping is followed by optimal one-way distillation, (iv) Prac¬ 
tical QKD. Alice and Bob prepare Gaussian-modulated co¬ 
herent states to be sent to Charlie. The communication of 
the outcome 7 creates remote classical correlations which are 
used to extract a secret key. Here the role of Charlie could be 
played by Eve, so that the relay becomes an MDI-QKD node. 


e [25[. In the Supplemental Material, we derive 
f ( 1 + ^)(l+ 1^) 1 1/2 

[ (/z + k)0u + O J ' { ’ 

For any input entanglement (pi > 1), swapping is suc¬ 
cessful (e < 1 ) whenever the environment has enough 
correlations to satisfy the condition kk' < 1. The ac¬ 
tual amount of swapped entanglement A f increases in pi, 
reaching its asymptotic optimum for large pi, where 

£ — £ op t := Vkk/. 

Quantum teleportation - As depicted in Fig. [3jii) , we 
consider Charlie acting as a teleporter of a coherent state 
\v) from Alice to Bob. Alice’s state and part of Bob’s 
EPR state are transmitted to Charlie through the joint 
channel Sab- After detection, the outcome 7 is commu¬ 
nicated to Bob, who performs a conditional quantum op¬ 
eration 0 Q 7 on mode b to retrieve the teleported state 
Pout(^) — 1^} (H- the Supplemental Material, we find 
a formula for the teleportation fidelity F = F(pi,n,n'), 
which becomes asymptotically optimal for large pi, where 

F — F ap t := [(1 + k)( 1 + «/)] ^ < (1 + £opt) 1 ■ ( 6 ) 
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Thus, there is a direct connection between the asymptotic 
protocols of teleportation and swapping: If swapping fails 
(e Q pt > 1 )> teleportation is classical (F opt < 1/2 [ 2 ^]). 
We retrieve the relation F opt = (1 + e op t ) _1 in environ¬ 
ments with antisymmetric correlations g + g' = 0 . 

Entanglement distillation- Entanglement distillation 
can be operated on top of entanglement swapping as de¬ 
picted in Fig.0iii). After the parties have run the swap¬ 
ping protocol many times and stored their remote modes 
in quantum memories, they can perform a one-way entan¬ 
glement distillation protocol on the whole set of swapped 
states Pab\"r This consists of Alice locally applying an op¬ 
timal quantum instrument (38 1] A on her modes a, whose 
quantum outcome a is a distilled system while the classi¬ 
cal outcome k is communicated. Upon receipt of fc, Bob 
performs a conditional quantum operation Bk transform¬ 
ing his modes b into a distilled system (3. 

The process can be designed in such a way that the 
distilled systems are collapsed into entanglement bits 
(ebits), i.e., Bell state pairs 3]. The optimal distillation 
rate (ebits per relay use) is lower-bounded [HJ by the 
coherent information Ic j39l [40[ computed on the single 
copy state p a b\-y- In the Supplemental Material, we find 
a closed expression Ic = Ici.Pi K i K ') which is maximized 
for large g, where Ic — — log 2 (ee op t). Asymptotically, 
entanglement can be distilled for e opt < e -1 ~ 0.367. 

Secret key distillation - The scheme of Fig. 0iii) can 
be modified into a key distillation protocol, where Char¬ 
lie (or Eve 11]) distributes secret correlations to Alice 
and Bob, while the environment is the effect of a Gaus¬ 
sian attack. Alice’s quantum instrument is here a mea¬ 
surement with classical outputs a. (the secret key) and k 
(data for Bob). Bob’s operation is a measurement condi¬ 
tioned on k, which provides the classical output (3 (key 
estimate). This is an ideal key-distribution protocol [4l| 
whose rate is lower-bounded by the coherent information, 
i.e., K > Ic (see Supplemental Material). 

Practical QKD.- The previous key-distribution proto¬ 
col can be simplified by removing quantum memories 
and using single-mode measurements, in particular, het¬ 
erodyne detections. This is equivalent to a run-by-run 
preparation of coherent states, |a) on Alice’s mode A, 
and |/3) on Bob’s mode B, whose amplitudes are Gaus- 
sianly modulated with variance g — 1 . As shown in 
Fig- Hiv), these states are transmitted to Charlie (or 
Eve [ll|) who measures and broadcasts 7 ~ a — f3*. 

Assuming ideal reconciliation [Hj, the secret key rate 
R = R(g, k, k 1 ) increases in / 1 . Modulation variances g > 
50 are experimentally achievable and well approximate 
the asymptotic limit for g 1 , where the key rate is 
optimal and satisfies (see Supplemental Material) 


3? op t log 2 f 2 J > — 'j + h( 1 + 2e opt ), (7) 

\ ^ £opt/ 

with h(x ) := i 0 g 2 £±! _ i 0 g 2 £=1. Using Eq. 0, 
we see that the right hand side of Eq. 0 can be positive 


only for e opt < 0.192. Thus the practical QKD protocol 
is the most difficult to reactivate: Its reactivation implies 
that of entanglement/key distillation and that of entan¬ 
glement swapping. This is true not only asymptotically 
but also at finite g as we show below. 

Reactivation from entanglement breaking.- Once the 
theory of the previous protocols has been extended to 
non-Markovian decoherence, we can study their reacti¬ 
vation from entanglement breaking conditions. Consider 
an environment with transmissivity r and entanglement¬ 
breaking thermal noise ui > web(t)i so that no protocol 
can work for G = 0. By increasing the separable cor¬ 
relations in the environment, not only can quadripartite 
entanglement be reactivated but, above a certain thresh¬ 
old, it can also be localized into a bipartite form by the 
relay’s Bell detection. Once entanglement swapping is 
reactivated, all other protocols can progressively be re¬ 
activated. As shown in Fig. [2 there are regions of the 
correlation plane where entanglement can be swapped 
(M > 0 ), teleportation is quantum (F > 1 / 2 ), entangle¬ 
ment and keys can be distilled (Ic, K > 0 ), and practical 
QKD can be performed (R > 0). This occurs both for 
large and experimentally-achievable values of g. 




FIG. 4: Non-Markovian reactivation of quantum protocols 
from entanglement-breaking (here r = 0.9 and oj = 1.02 x 
cjeb = 19.38). Each point of the correlation plane corresponds 
to a Gaussian environment with separable correlations. In 
panel a we consider the optimal scenario of large g (asymp¬ 
totic protocols). Once quadripartite 1x3 entanglement has 
been reactivated (outside the gray ring), we have the progres¬ 
sive reactivation of entanglement swapping (A f > 0, yellow 
region), quantum teleportation of coherent states (F > 1/2, 
green region), entanglement/key distillation (Ic, K > 0 , blue 
region) and practical QKD (R > 0, red region). Panel b as in 
a but refers to a realistic scenario with experimentally achiev¬ 
able values of g. We consider g ~ 6.5 [4^ . [43j as input en¬ 
tanglement for the entanglement-based protocols, and g ~ 50 
as modulation for the practical QKD protocol. The reactiva¬ 
tion phenomenon persists and can be explored with current 
technology. Apart from teleportation, the other thresholds 
undergo small modifications. 

Note that the reactivation is asymmetric in the plane 
only because of the specific Bell detection adopted, which 
generates correlations of the type g > 0 and g' < 0. Us¬ 
ing another Bell detection (projecting onto q+ and p_), 
the performances would be inverted with respect to the 
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origin of the plane. Furthermore, the entanglement local¬ 
ization (i.e., the reactivation of entanglement swapping) 
is triggered for correlations higher than those required 
for restoring quadripartite entanglement, suggesting that 
there might exist a better quantum measurement for this 
task. The performances of the various protocols improve 
by increasing the separable correlations of the environ¬ 
ment, with the fastest reactivation being achieved along 
the diagonal g + g' = 0, where swapping and teleporta¬ 
tion are first recovered, then entanglement/key distilla¬ 
tion and practical QKD, which is the most nested region. 

Correlated additive noise - The phenomenon can also 
be found in other types of non-Markovian Gaussian en¬ 
vironments. Consider the limit for r —> 1 and u> —> + 00 , 
while keeping constant n := (1 — r)w, c := g{oj — l )” 1 
and d := g'(oj — 1) . This is an asymptotic environment 

which adds correlated classical noise to modes A and B , 
so that their quadratures undergo the transformations 

(4a,PA,4b,Pb) -t ( 4a,Pa,4b,Pb ) + (Ci, 6 , 6 ^ 4 )- 


Here the £i’s are zero-mean Gaussian variables whose co- 
variances are specified by the classical CM 


V (n, c, c') = n 


I diag(c, c') 
diag(c, c') I 


( 8 ) 


where n > 0 is the variance of the additive noise, and 
— 1 < c,c' < 1 quantify the classical correlations. The 
entanglement-breaking condition becomes n > 2. 

To show non-Markovian effects, we consider the proto¬ 
col which is the most difficult to reactivate, the practical 
QKD protocol. We can specify its key rate i?(/q n, c, c') 
for c = c' = 1 and assume a realistic modulation /i ~ 52. 
We then plot R as a function of the additive noise n in 
Fig. [5] As we can see, the rate decreases in n but remains 
positive in the region 2 < n < 4 where the links with the 
relay become entanglement-breaking. As we show below, 
this behaviour persists in the presence of loss, as typically 
introduced by experimental imperfections. 

Experimental results.- Our theoretical results are con¬ 
firmed by a proof-of-principle experiment, whose setup is 
schematically depicted in Fig. [6j We consider Alice and 
Bob generating Gaussianly modulated coherent states 
by means of independent electro-optical modulators, ap¬ 
plied to a common local oscillator. Simultaneously, the 
modulators are subject to a side-channel attack: Addi¬ 
tional electrical inputs are introduced by Eve, whose ef¬ 
fect is to generate additional and unknown phase-space 
displacements. In particular, Eve’s electrical inputs are 
correlated so that the resulting optical displacements in¬ 
troduce a correlated-additive Gaussian environment de¬ 
scribed by Eq. (0 with c ~ 1 and c' ~ 1. The optical 
modes then reach the midway relay, where they are mixed 
at a balanced beam splitter and the output ports photo- 
detected. Although the measurement is highly efficient, 
it introduces a small loss (~ 2%) which is assumed to be 
exploited by Eve in the worst-case scenario. 



n 

FIG. 5: Plot the secret-key rate R (bits per relay use) as 
a function of the additive noise n. The solid curve is the 
theoretical rate computed for a correlated-additive environ¬ 
ment (c = c' = 1) and realistic signal modulation (p ~ 52). 
This rate is shown to be positive after entanglement break¬ 
ing (n > 2). Points are experimental data: Blue circles refer 
to ideal reconciliation, and purple squares to achievable rec- 
oncilation efficiency (~ 0.97). Due to loss at the untrusted 
relay, the experimental key rate is slightly below the theoreti¬ 
cal curve (associated with the correlated side-channel attack). 
The reactivation of QKD is confirmed experimentally. 



FIG. 6: Experimental setup. Alice and Bob receive 1064 
nm light from the same laser source (local oscillator). At both 
stations, the incoming beams are Gaussianly modulated in 
phase and amplitude using electro-optical modulators driven 
by uncorrelated signal generators. In addition, the phase and 
amplitude modulators for Alice and Bob have correlated in¬ 
puts respectively, such that a noisy modulation identical for 
both Alice and Bob is added to the phase and amplitude sig¬ 
nals (side-channel attack). The magnitudes of the correlated 
noise modulations are progressively increased (from n = 0 to 
4), and kept symmetrical between the quadratures, while the 
signal modulations are kept constant at the same level in both 
quadratures for Alice and Bob (p ~ 52). At the untrusted re¬ 
lay, the modes are mixed at a balanced beam splitter and 
the output ports photo-detected, with an overall efficiency of 
~ 98%. Photocurrents are then processed to realize a CV Bell 
measurement. See Supplemental Material for details. 
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From the point of view of Alice and Bob, the side- 
channel attack and the additional (small) loss at the 
relay are jointly perceived as a global coherent Gaus¬ 
sian attack of the optical modes. Analysing the statis¬ 
tics of the shared classical data and assuming that Eve 
controls the entire environmental purification compatible 
with this data, the two parties may compute the exper¬ 
imental secret-key rate (see details in the Supplemental 
Material). As we can see from Fig. 0 the experimental 
points are slightly below the theoretical curve associated 
with the correlated-additive environment, reflecting the 
fact that the additional loss at the relay tends to degrade 
the performance of the protocol. Remarkably, the ex¬ 
perimental rate remains positive after the entanglement¬ 
breaking threshold, so that the non-Markovian reactiva¬ 
tion of QKD is experimentally confirmed. 


DISCUSSION 

We have theoretically and experimentally demon¬ 
strated that the most important protocols operated by 
quantum relays can work in conditions of extreme deco¬ 
herence thanks to non-Markovian effects. Assuming high 
Gaussian noise in the links, we have considered a regime 
where any form of entanglement (bipartite, tripartite or 
quadripartite) is broken under Markovian conditions. In 
this regime, we have proven that a suitable amount of 
separable correlations can reactivate the distribution of 
1x3 quadripartite entanglement, and this resource can 
be successfully localised into a bipartite form exploitable 
by Alice and Bob. As a result, all the basic protocols can 
be progressively reactivated by the action of the relay. 

The non-Markovian reactivation of a quantum relay is 
a new physical phenomenon which points out several in¬ 
teresting facts. It shows that, in the absence of bipartite 
entanglement, we can still rely on a multipartite form 
of this resource, which can be manipulated, converted 
and exploited for quantum information tasks. Then, it 
also shows how separable correlations can play a role in 
the distribution of this multipartite resource within a 
quantum network topology (see Supplemental Material 
for more details and relations with previous literature). 

In conclusion, our results show new perspectives for 
all quantum systems where correlated errors, memory 
effects, and non-Markovian dynamics are the most im¬ 
portant form of decoherence. This may involve both 
very short-distance implementations, such as chip-based 
quantum computing, and long-distance implementations, 
as is the case of diffraction-limited quantum commu¬ 
nication or relay-based QKD, where the most general 
eavesdropping strategies are based on correlated attacks. 
Thanks to their potential benefits, non-Markovian effects 
should be regarded as a physical resource to be exploited 
in quantum network implementations. 


METHODS 

Theoretical and experimental methods are given in the 
Supplemental Material. Theoretical methods contain de¬ 
tails about the following points: (i) Study of the Gaussian 
environment with correlated thermal noise, including a 
full analysis of its classical and quantum correlations, 
(ii) Study of the various forms of entanglement avail¬ 
able before the Bell detection of the relay, (iii) Study of 
the entanglement swapping protocol, i.e., the computa¬ 
tion of the CM V ob | 7 in Eq. ([1]) and the derivation of the 
eigenvalue e in Eq. ©. ( iv) Generalization of the telepor¬ 
tation protocol with details on Bob’s quantum operation 
Q 7 and the analytical formula for the fidelity k, k'). 
(v) Details of the distillation protocol with the analyt¬ 
ical formula of Ic{p, k i k ')- (vi) Details of the ideal 
key-distillation protocol, discussion on MDI-security, and 
proof of the lower-bound K > Ic . (vii) Derivation of the 
general secret-key rate i?(£, /q k. k') of the practical QKD 
protocol, assuming arbitrary reconciliation efficiency £ 
and modulation variance /x. (viii) Explicit derivation of 
the optimal rate R op t and the proof of the tight lower 
bound in Eq. 0. (ix) Derivation of the correlated- 
additive environment as a limit of the correlated-thermal 
one. (x) Study of entanglement swapping and practical 
QKD in the correlated-additive environment, providing 
the formula of the secret-key rate i?(£, /q n, c, c'). 
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